
IDM-14:   SSH   access   using   XSEDE   identities   for   education 

An    XSEDE-allocated   educator    (with   an   XSEDE   educa�on   alloca�on)   needs   to   be   able   to   configure   a 
system   he/she   administers   (e.g.,   a   virtual   machine)   to   allow   SSH   access   by   students   using   the   students’ 
XSEDE   iden��es.   We   assume   the   educator   and   his/her   students   have   previously   registered   with   XSEDE.  

In   most   cases,   the    educator    wants   to   experience   it   as   follows. 

1. The   educator   prepares   a   system   for   use   in   a   class   or   a   training   session.   The   system   provides   SSH 
access,   and   students   in   the   class   will   need   to   be   able   to   login   via   SSH   to   their   own   local   account 
on   the   system. 

2. The   educator   creates   accounts   on   the   system   for   each   student. 
3. The   educator   either   configures   the   system’s   SSH   service   or   installs   a   replacement   SSH   service   in 

such   a   way   that   the   service   will   accept   XSEDE   creden�als   and   map   them   to   the   students’ 
accounts. 

4. The   students   are   now   able   to   login   to   the   educator’s   system   using   their   XSEDE   iden��es. 

We’ll   accept   any   solu�on   to   this   problem,   as   long   as   the   following   are   true. 

1. In   Step   2,   the   educator    may    need   to   know   each   student’s   XSEDE   username   and   use   it   when 
crea�ng   accounts   on   his/her   system. 

2. In   Step   3,   the   steps   required   to   configure   or   replace   the   SSH   service   should   be   as   simple   as 
possible.   Ideally,   the   educator   could   request   the   feature   when   reques�ng   the   system   and   it 
would   come   pre-configured.   Alternately,   the   way   to   accomplish   this   could   be   to   issue   a   simple 
command   (invoke   a   pre-installed   script)   on   the   system. 

3. In   Step   4,   the   ideal   solu�on   would   allow   the   students   to   use   any   standard   SSH   client   without 
addi�onal   installa�on   or   configura�on.   However,   it   would   be   acceptable   for   the   students   to   have 
to   perform   a   very   simple,   fast   installa�on   step,   so   long   as   that   step   works   on   Mac,   Linux,   and 
Windows   systems   and   is   pre�y   much   bulletproof. 

4. In   Step   4,   the   educator’s   system    must   not    have   access   to   the   students’   authen�ca�on   creden�als 
(e.g.,   XSEDE   passwords).   The   authen�ca�on   mechanism   should   not   “trust”   the   educator’s 
system. 

 


