
CAN-06: Authenticate with an application 

An individual needs to securely share his or her identity with an application in order to use a feature that 

requires authorization. The individual is a researcher, student, staff member, or other involved party. 

The application may be a website or web application, a locally-installed application or mobile app, a 

network service (e.g., SSH, GridFTP), or an application interface (API) accessed via software. 

We assume the individual is already registered with an identity provider (IDP) and can authenticate with 

it. We also assume the application is configured to use an authentication service associated with the IDP. 

In most cases, the individual wants to experience this as follows. 

1. The individual interacts with the application and requests something requiring authentication. 
(Some applications may require authentication immediately when the application is accessed. 
Others may only require authentication for specific features or to access specific data.) 

2. The application engages the authentication service, providing details about the credentials 
necessary to enable the feature(s) the user requested. 

3. The authentication service either enables the individual to select an identity provider (IDP) for 
authentication or it selects one based on the credentials that were requested. 

4. The individual authenticates with the IDP. 
5. The authentication service returns one or more credentials to the application based on the 

credentials that were requested and the identity returned by the IDP. 
6. (Optional) Subject to permission granted by the individual, the authentication mechanism also 

returns delegated credentials that enable the application to act on the individual’s behalf with 
other services. 

7. The application acknowledges that the user is authenticated and uses the credentials to 
authorize (or not, as appropriate) specific features. 

It will always be like this except when the following is true. 

1. In Steps 2-5, the individual may already possess a secure credential issued by an IDP (e.g., an 
X.509 certificate or proxy certificate) and may wish to use that instead of an authentication 
service. In this case, the application must be on the same system as the credential. The 
application should validate the credential using trust chain validation and a store of trusted root 
certificates, obtaining the user’s identity from the credential. It can use the credential to 
authenticate cryptographically with remote services on the user’s behalf. In Step 6, remote 
services may optionally receive delegated credentials via the authentication process, enabling 
them to interact with further services on behalf of the user. 

We’ll accept any solution as long as the following are true. 

1. In Step 3, the authentication service must enable use of a wide variety of IDPs, including those 

used by academic and research institutions (InCommon, eduGAIN), OSG, PRACE, and EGI. 

2. In Step 4, the individual’s interaction with the IDP must be confidential, even from the 

application. 

3. The credentials given to the application may only be delegated credentials, meaning they’re 

specific to the application, can only be used for a limited set of actions, and can be revoked by 
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the individual. 

4. Applications must be able to add and delete credentials from active user sessions. 

5. Information about failures should be informative and useful to both users and administrators. 

6. All communication involving identity information or credentials must be reliable and 

confidential using best practices and techniques. 

 

2 


