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A. Document History

Relevant Sections Version Date Changes Author

Entire Document 1.0 5/3/2021 Initial draft L. Liming

Entire document 1.1 7/12/2021 Reviewed T. Samuel

B. Document Scope

This document outlines the XSEDE deployment plan for XCI-826: Deliver Globus Connect Server
(GCS) v5.4 to XSEDE. The plan includes both XSEDE and XSEDE SP activities.
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C. Overview

Globus Connect Server (GCS) 5.4 provides a new way for XSEDE Service Providers (SPs) to connect
their XSEDE resources to XSEDE’s Globus data management service. XSEDE’s design document
identifies the specific XSEDE use cases and access control requirements for XSEDE resources and
explains how GCS 5.4 satisfies them. [3] GCS 5.4 has passed its XSEDE design & security review
(activity XCI-825). XSEDE’s documentation for GCS 5.4 has passed XCI testing and has been
approved for deployment on XSEDE SP resources.

GCS 5.4 replaces the GridFTP server software from the Globus Toolkit, for which technical support
and maintenance is limited and rapidly diminishing. [1] [2] GCS 5.4 is supported by the Globus
organization at the University of Chicago and (for XSEDE uses) by XSEDE’s XCI team.

In addition to replacing the GridFTP server software with a well-supported successor, GCS 5.4 offers
the following new benefits to XSEDE Service Providers, XSEDE-allocated researchers, and XSEDE
science gateway developers and operators.

● Modular configuration - Administrators are able to create and maintain separate
configurations with distinct access policies. This improves the administrator’s ability to
implement “least privilege” access control because it enables the administrator to configure
multiple, narrowly scoped configurations instead of a single “one size fits all” policy. It also
allows a single GCS 5.4 installation to support multiple user communities (of which XSEDE is
one), each with its own distinct identity and access policies.

● Direct uploads and downloads in web browsers - Researchers who are authorized to
access data on the resource may upload or download files using their web browser and the
Globus web application rather than installing Globus Connect Personal on their local system.
The same rigorous access control system employed with data transfers is used to authorize
browser uploads and downloads.

● Guest collections - GCS 5.4 allows administrators to optionally enable Globus guest
collections for portions of their system. Guest collections are created by authorized XSEDE
researchers in order to extend limited, secure guest access to the researcher’s data on the
system to research colleagues. Guest collections may also be used to significantly simplify
science gateway access to the gateway’s storage on a resource without sacrificing rigorous
access control, and can further be used to enable researchers who use science gateways (but
do not have their own XSEDE allocations) to upload or download large datasets to or from a
science gateway’s XSEDE storage.

● Interoperability with GridFTP and Globus Connect Server 4.x systems - Researchers
can transfer data between GCS 5.4 servers, Globus Connect Personal servers, GCS 4.x
servers, and GridFTP servers, assuming they have the necessary permissions.

● Web authorization - GCS 5.4 uses OAuth 2.0 authorization, replacing X.509 certificates with
OAuth access tokens. While mostly “under the hood” and not seen by individual researchers,
OAuth 2.0 is widely used and improves accessibility for science gateways and applications
(e.g., automation and workflow systems).
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D. Resources

D.1 Human Resources

This plan involves activities both by XSEDE and by XSEDE SPs. The following human resources have
been identified:

Resource SP Site/XSEDE Group/Other Resource

Eric Blau, Lee Liming, JP Navarro XSEDE

Staff OSG

Staff PSC

Staff TACC

Staff SDSC

Staff Indiana

Staff NCSA

Staff Purdue

Staff Kentucky

Staff University of Delaware

Staff Texas A&M

Staff John Hopkins University

* - review if applicable

D.2 Budget

The XSEDE activities in Section F.1 will be carried out by XSEDE staff as part of their normal duties.
No additional resources are needed.

Globus endpoints for XSEDE resources—including data transfer nodes, installation, and
maintenance—are obtained and maintained by XSEDE SPs. XSEDE provides the following resources
to assist with and add value to XSEDE SP endpoints.
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XSEDE provides a custom Standard Globus subscription that enables the following subscription
features on XSEDE SP endpoints. (See Section F.1.2 for how this is coordinated.)

● Browser upload/download (new in GCS 5.4)
● Guest collections
● Globus Management Console access for SP administrators
● Network use customization

In addition to these features on XSEDE SP endpoints, XSEDE’s Globus subscription also provides the
following benefits.

● Globus Plus access for researchers with active XSEDE allocations (Globus Plus enables
additional features in Globus Connect Personal.)

● The XSEDE Web Single-Sign-On (Web SSO) service for XSEDE web applications
● Monthly usage reports delivered to XSEDE
● Expedited technical support for XSEDE XCI team members

XSEDE also provides XSEDE-specific plans, documentation, and technical support for GCS 5.4 as
described in this deployment plan, the XSEDE GCS 5.4 installation guide [4], and the XSEDE GCS 5.4
design document [3].

XSEDE does not provide additional funding, hardware, or hosting for SP Globus endpoints.

E. Coordination and Communication

E.1 Deployment coordination

The new features enabled by GCS 5.4 for researchers and for science gateways depend on XSEDE
SPs to deploy GCS 5.4 on their systems. In order for XSEDE’s documentation to accurately reflect
availability of these features, XSEDE needs to know when GCS 5.4 has (or will be) deployed by each
XSEDE SP.  In fact, some of the XSEDE deployment steps (Section F.1) will not happen until GCS 5.4 is
available at one or more XSEDE SPs.

Section F.2 details the specific decisions each XSEDE SP must make in regard to GCS 5.4. When an SP
has made those decisions, please send e-mail to help@xsede.org as follows.  See Section F.2 or the
XSEDE GCS 5.4 Install Guide [4] for information about the configuration options.

Subject: GCSv5 plans on <resource name(s) here>

XCI, We are planning to deploy GCSv5 on <resource name(s) here> with the following
features: [Include the items from the following list that you will be supporting in your
deployment.]

● Standard data transfer (please list the paths available via Globus, e.g., /users,
/projects, /scratch, etc…)
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● Guest collections for allocated researchers (please list the paths where guest
collections are allowed and anything an allocated researcher needs to do to be
permitted to create guest collections)

● Science Gateway support (please list the paths accessible by community accounts and
anything a science gateway operator needs to do to be permitted to access the storage
and create a guest collection)

E.2 Announcements

GCS 5.4 deployment is a phased roll-out. Consequently, distinct announcements should be made as
each phase is achieved.

Each XSEDE SP is responsible for announcing changes to its services, including Globus endpoints.
An announcement should be posted on the XSEDE User News channel when a new GCS 5.4 endpoint
becomes available and when an existing Globus endpoint is to be decommissioned. (These
announcements may be combined if appropriate, of course.)

XSEDE will issue the following announcement as soon as this deployment plan has been signed off
on. It announces the beginning of the GCS 5.4 roll-out on XSEDE.

XSEDE begins roll-out of Globus Connect Server 5.4 services

XSEDE has approved Globus Connect Server 5.4 for use by XSEDE service providers. Globus
Connect Server is the software that connects an HPC storage system to the Globus data
management service. Globus is used to transfer data between XSEDE compute and storage
resources and researchers’ personal and campus systems. Globus Connect Server 5.4 is the
latest version of this software.

Globus Connect Server 5.4 adds features for XSEDE researchers and XSEDE science gateway
developers, including browser-only uploads and downloads for small to medium-sized files,
guest collections that you can use to give your research partners limited permission to
inspect your data or code or to upload contributions, and an improved interface for science
gateways.

Availability on specific XSEDE resources will be announced as the roll-out proceeds.

When one or more XSEDE SPs have enabled GCS 5.4’s web browser upload/download features on
their systems, the following announcement should be sent.

Uploads and downloads on XSEDE without Globus Connect Personal

As Globus Connect Server 5.4 is deployed on XSEDE systems, uploads and downloads of
small to medium-sized files can now be managed with a standard web browser.
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Previously, researchers using XSEDE systems needed to install Globus Connect Personal on
their local system to enable Globus data transfers. Now, on XSEDE systems with Globus
Connect Server 5.4, researchers can upload or download using the Globus web application
(app.globus.org) without installing any additional software.

Browser uploads and downloads are intended for small to medium-sized files, and are
especially helpful for uploading input or configuration files and downloading results or logs
for inspection. Large data transfers (hundreds or thousands of files, or files totalling more
than 1GB) are still best with Globus Connect Personal. Globus Connect Personal manages
transfers in the background and automatically continues interrupted transfers (such as
when a laptop is put to sleep or moved to a different network).

More information is available at [link to updated XSEDE User Portal Data Management
page]. The browser upload/download feature is currently available on the X, Y, and Z XSEDE
systems, and will be available on other systems as XSEDE’s Globus Connect Server 5.4
rollout continues.

When one or more XSEDE SPs have enabled GCS 5.4’s guest collections on their systems, the
following announcement should be sent.

Guest collections allow XSEDE researchers to share work on XSEDE with colleagues

As Globus Connect Server 5.4 is deployed on XSEDE systems, researchers using XSEDE
resources can now enable research partners to access their data on XSEDE systems,
speeding collaborative research and facilitating review and inspection of research results.

Until now, researchers could only share access to their XSEDE research by making copies of
the data on their own systems or by giving partners unrestricted access to their XSEDE
projects. Now, Globus’s “guest collections” feature enables researchers to extend limited
“viewing rights” to research partners, or allow partners to upload data to an inbox, without
sharing other permissions with their colleagues.

More information is available at [link to updated XSEDE User Portal Data Management
page]. Globus guest collections are currently available on the X, Y, and Z XSEDE systems, and
will be available on other systems as XSEDE’s Globus Connect Server 5.4 rollout continues.

When one or more XSEDE SPs have enabled GCS 5.4’s science gateway support on their systems, the
following announcement should be sent.

XSEDE improves access to XSEDE storage for science gateways

As Globus Connect Server 5.4 is deployed on XSEDE systems, science gateways can now use
Globus to access and manage their XSEDE data storage, benefitting from web authorization
mechanisms and a cloud data management platform.
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Prior to Globus Connect Server 5.4, access to XSEDE data storage used X.509-based security
mechanisms. X.509 certificates were difficult to obtain and tricky to keep secure when used
in web applications. Globus Connect Server 5.4 replaces X.509 with OAuth, widely used in
web applications of all kinds, including popular platforms like Google, Facebook, GitHub,
and Microsoft Azure. Combined with Globus Connect Server 5.4’s guest collections feature,
OAuth provides a web-native access interface and a straightforward access policy for XSEDE
data storage used by science gateways.

More information is available at [link to new science gateway documentation]. Globus access
for science gateways is currently available on the X, Y, and Z XSEDE systems, and will be
available on other systems as XSEDE’s Globus Connect Server 5.4 rollout continues.

F. Deployment

Section F.1 describes what the XSEDE Cyberinfrastructure Integration (XCI) team will be doing
regarding GCS 5.4 on XSEDE. Section F.2 covers things the XSEDE SPs may do if they choose to
deploy a GCS 5.4 endpoint for use in XSEDE. Section F.3 mentions training activities related to GCS
5.4, offered jointly by XCI and the Globus team.

F.1 XSEDE Enterprise Services

F.1.1 Registering Endpoints with Globus

New GCS 5.4 deployments are automatically registered with Globus, so no manual reconfiguration is
required.

F.1.2 Adding GCS 5.4 Endpoints to the XSEDE Globus Subscription

XSEDE XCI currently manages the XSEDE subscription, which includes enabling subscription
features on Globus endpoints.  (XSEDE may only enable subscription features on endpoints that
serve the XSEDE community.) The XCI team will enable subscription features on an endpoint when
requested by XSEDE SP personnel. Contact XSEDE XCI at help@xsede.org to have subscription
features enabled on your XSEDE endpoint(s).

F.1.3 Removing Obsolete Endpoint Registrations

XSEDE XCI currently maintains Globus endpoint registrations for XSEDE SP endpoints implemented
using GridFTP servers. If requested by an SP, XCI will remove these registrations as part of
decommissioning the GridFTP endpoint. (This is not necessary if the SP intends to continue using
the GridFTP endpoint, or if the endpoint registration is not maintained by XSEDE XCI.) Contact
XSEDE XCI at help@xsede.org to discuss your plans.
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F.1.4 XSEDE Administrator Documentation

XSEDE has developed an XSEDE-specific GCS 5.4 installation guide for XSEDE SP administrators. [4]
This guide explains how to deploy GCS 5.4 for use with an XSEDE resource, including examples of
setting the recommended configurations for XSEDE uses.

In addition to the installation guide, XSEDE also produced a design document for GCS 5.4 on XSEDE
resources. [3] The design document explains the use cases and requirements for GCS 5.4 in the
XSEDE environment, describes the recommended configuration for GCS 5.4 on XSEDE resources,
and details how the recommended configuration works and how it satisfies specific requirements.

F.1.5 XSEDE End-user Documentation

The XSEDE User Portal (XUP) provides Data Management documentation for XSEDE-allocated
researchers. [5] The documentation describes how to use Globus to access data on XSEDE
resources. This documentation will be updated by XSEDE to describe the new features provided by
GCS 5.4, notably guest collections (which are optional for XSEDE resources) and web browser
upload and download.

Because these features aren’t available to XSEDE users until one or more XSEDE SPs deploy GCS 5.4
on their systems, XSEDE will not update this documentation until we receive notice from one
or more XSEDE SPs that their systems support the new features. We will, however, have the
additions ready for when they are needed so we can help spread the word as soon as the features
are available.

F.1.6 XSEDE Science Gateway Documentation

XSEDE has prepared new documentation explaining how an XSEDE science gateway can use and
manage data storage on an XSEDE resource where the gateway has an allocation. [6] The
documentation describes use of the guest collections feature provided by GCS 5.4. It also covers use
of older Globus endpoints (GridFTP and GCS 4.x) and use of endpoints that do not support guest
collections.

F.2 XSEDE Service Providers

XSEDE SPs may install GCS 5.4 to connect their data storage systems to XSEDE’s Globus data
management service.

With respect to GCS 5.4, each SP will need to make the following decisions for their organization.

1. Each XSEDE SP that does not already have Globus endpoints should determine whether or
not Globus data services are appropriate for their XSEDE resource(s). If yes, then they
should use GCS 5.4 to enable Globus access because it is well-supported (both by XSEDE XCI
personnel and by the Globus team at the University of Chicago) and because it provides all
of the features needed to support XSEDE’s use cases.
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2. Each XSEDE SP that already has one or more Globus endpoints (either GridFTP or GCS 4.x)
has two decisions to make. The first subsection below discusses these decisions.

a. First, will they add a GCS 5.4 endpoint for their resource(s)?
b. Second, will they decommission their existing Globus endpoints or continue

maintaining them?
3. As part of deploying GCS 5.4, each XSEDE SP will make the following configuration choices.

The second subsection below discusses these choices.
a. Will guest collections be enabled for any or all of the resource’s storage? (Support

for guest collections is an optional configuration module in the XSEDE design.)
b. Will science gateway support be enabled for any or all of the resource’s storage?

(Support for science gateway access is an optional configuration module in the
XSEDE design.)

c. Will additional collections be created for use by communities other than XSEDE?

SPs who are considering a GCS 5.4 deployment have the following resources available to them.

● XSEDE’s GCS 5.4 design document [3] - a summary of the XSEDE use cases and access
control requirements for Globus endpoints, a recommended GCS 5.4 configuration, and
details about how GCS 5.4 is implemented and how it satisfies XSEDE’s access control
requirements

● XSEDE’s GCS 5.4 install guide [4] - a concise set of instructions for deploying a GCS 5.4
endpoint and setting up the recommended configuration from XSEDE’s design document

● XSEDE XCI personnel (help@xsede.org) - available to review and discuss SP requirements
and plans, familiar with XSEDE’s use cases and recommended configuration

● Globus personnel (support@globus.org) - available to review and discuss SP requirements
and plans, familiar with GCS 5.4’s capabilities and uses beyond XSEDE

● ESnet’s Data Transfer Node Reference Implementation [7] - hardware recommendations
for data transfer nodes, designed with Globus in mind. (Make sure you scroll down to the
current—2020—reference implementation. Or, use the outline on the left sidebar to go up a
level or two for more general principles.)

If you have deployed GCS 5.4 on an XSEDE resource(s) or have used any of the above materials,
please give us feedback on your experience! Use the XSEDE GCS 5.4 poll on the Research
Software Portal.

Maintain or decommission existing Globus endpoints

XSEDE SPs who already have Globus endpoints (either GridFTP or GCS 4.x) have three options:

1. Ignore GCS 5.4 and continue using the existing endpoint(s).
2. Add a GCS 5.4 endpoint and continue using the existing endpoint(s).
3. Add a GCS 5.4 endpoint and decommission the existing endpoint(s).

Option 1 is the easiest in the short term, as it requires no action. But it carries the risk
that—eventually—an issue will come up with the old (existing) endpoints and technical support
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will not be available to help resolve the issue. This approach also misses the benefits of the new
features GCS 5.4 provides. See Section C for a summary of these benefits.

Option 2 is likely the least risky, but it is more costly because new data transfer nodes would need to
be provisioned for the new GCS 5.4 endpoint. (GCS 5.4 cannot co-exist on a data transfer node with
other Globus endpoints.)

Option 3 avoids the risks associated with continuing to use unsupported software, receives the
benefits of GCS 5.4’s new features, and avoids the cost of provisioning new data transfer nodes, but
it carries the risk that someone might have been using an existing endpoint in a way that doesn’t
work with the new GCS 5.4 endpoint. While GCS 5.4 is interoperable with GridFTP servers and GCS
4.x servers, it does not provide the complete GridFTP v2 protocol from 2005. This means it cannot
be accessed directly by GridFTP v2 clients (e.g., UberFTP or globus-url-copy). It’s important to
note that those tools haven’t been widely used for years and warnings about their end-of-support
were issued years ago.

Given the three broad options described above, each XSEDE SP can, of course, devise variations and
refinements to satisfy their needs and requirements.

Configuration options

XSEDE’s design for GCS 5.4 on XSEDE resources includes a standard XSEDE configuration and two
optional configuration modules, each of which adds support for specific use cases. GCS 5.4’s
modular configuration also allows SPs to configure support for communities other than XSEDE.

● The guest collections option allows you to authorize specific researchers who have accounts
on your resource to create guest collections. A guest collection extends limited access to
specific individuals or groups (defined by the researcher) to specific folders on your
resource. Access cannot exceed the permissions already available to the researcher’s
account. The researcher will typically limit their guests’ access to a specific folder and can
further limit their guests to read-only access if desired. This allows researchers to
collaborate with partners without sharing the privileges of their XSEDE allocation with
them. As the administrator of the resource, you have control over which accounts can create
guest collections and which parts of the resource’s filesystem may be accessed via guest
collections.  This allows you to restrict the parts of your system that may be accessed by
guest collections as much as necessary to reduce risks to your system. You can also inspect
guest collections that have been created on your system and the individuals or groups
they’ve been shared with.

● The science gateway support option allows you to authorize specific XSEDE community
accounts (service accounts used by XSEDE science gateways associated with an allocation
on your system) to create guest collections. Once created, the gateway operator can then
grant privileges to the science gateway’s Globus client credentials, which significantly
streamlines the application’s access to the community account’s data storage. As the
resource’s administrator, you have control over which community accounts can create guest
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collections and which parts of the resource’s filesystem may be accessed via guest
collections. This allows you to restrict the parts of your system that may be accessed by
science gateways as much as necessary to reduce risks to your system. You can also inspect
guest collections that have been created on your system and the individuals or groups
they’ve been shared with.

Beyond these two XSEDE options, GCS 5.4’s modular configuration system allows you to configure
additional access policies for your resource’s storage. You can use this to configure access for
resource uses that are unrelated to XSEDE. If you have questions about any such configurations,
XSEDE XCI and Globus personnel would be happy to help.

Example configuration

Here is an example of how GCS 5.4 could be configured on a hypothetical XSEDE resource. (This is
one of many configurations consistent with XSEDE’s recommendation.) In this example, the SP has
chosen the following options.

1. In the Primary Data Access collection, guest collections are enabled but restricted to
individuals who request them via a Help Desk ticket and who are approved by the SP staff.

2. Science Gateway support is enabled but is restricted to a portion of the filesystem
designated specifically for science gateways, and only for gateways that request access via a
Help Desk ticket and who are approved by the SP staff.

Figure 1 shows how the Primary Data Access storage gateway and mapped collection are configured
in this hypothetical scenario.

● The storage gateway applies the XSEDE access policy: access requires an XSEDE identity, the
XSEDE identity must be mapped to a local account in the XSEDE mapfile, and the local
account must exist on the system.

● The single mapped collection allows access only to the /home, /projects, and /scratch areas
in the filesystem. (Within the mapped collection, each individual’s access will be governed
by the POSIX permissions in the filesystem.)

● The mapped collection has guest collections enabled, but further restricted to only the
/projects and /scratch areas, and restricted to use by accounts that have explicitly been
allowed by the SP administrators. Individuals must request permission to create guest
collections via a Help Desk ticket and be approved by an SP administrator.
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FIGURE 1. Example Primary Data Access configuration

Figure 2 shows how the  Science Gateway storage gateway and mapped collection are configured.

● The storage gateway applies the XSEDE access policy, but in this case, it only allows mapped
collections to be created for the /gateway area of the filesystem.

● The mapped collection allows access to the entire /gateway area, but access is restricted to
specific community accounts that the SP has authorized. A science gateway operator
must request Globus access for their community account via a Help Desk ticket and the SP
administrators must authorize the community account in the mapped collection.

● Guest collections are enabled for all accounts that have been authorized. Access for each
account is governed by the POSIX permissions in the filesystem.
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FIGURE 2. Example Science Gateway configuration

F.3 XSEDE Training

F.3.1 PEARC21 GCS 5.4 Tutorial

XSEDE and the Globus team at the University of Chicago are jointly offering a tutorial at PEARC21 on
GCS 5.4 installation and administration.  XSEDE SPs are urged to take advantage of this opportunity
to learn about GCS 5.4 from an administrative point of view and to interact directly with XSEDE XCI
and Globus personnel.

G. Schedule

The schedule for deployment involves installation and configuration of the {title} software and
testing by the SPs.

Task # Task Start Date End Date Resource
1. XSEDE XCI notifies XSEDE SPs of

availability of GCS 5.4 deployment
guide, install guide, and design doc

July 9,
2021

July 9,
2021

All
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2. XSEDE XCI posts first announcement in
Section E.2

July 12,
2021

July 12,
2021

XSEDE XCI

3. All other steps in this deployment plan
are subject to individual XSEDE SPs.
There are no deadlines or targets for any
SP deployments.
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