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B.   Introduction 

CDP for CAN-6 specifies Web Single Sign-on for XSEDE Web services using Globus 
Auth. This capability is currently available on some XSEDE web services, some of them 
using different styles to provide the Web Single Sign-on feature. This document specifies 
the design elements for a standardized implementation of Web Single Sign-on, for a 
common look and feel and uniform user experience. Also specified are important 
security requirements and other constraints specified in Section E of the document, an 
overview of the user experience for logging in, and a list of supporting documents to be 
delivered. 

B.1.    Definitions, Abbreviations and Acronymsê

SSO - Single Sign-On 
IdP - Identity Provider 

C.   System Overview 

Authorized XSEDE users can login to XSEDE Web services using their XSEDE Portal 
username and password. However this would necessitate individually logging into each 
of the web services that the user uses using the username and password. Since this is 
tedious, some XSEDE Web services provide a Single Sign-On solution whereby, if the 
user logs into one of the services, the user is allowed to login to other SSO-enabled 
XSEDE web services without having to explicitly authenticate themselves. Since this has 
been implemented using Globus Auth, this also enables an XSEDE user to authenticate 
to Globus Auth using any of the linked alternate credentials the user might possess, 
such as their Campus credentials. This also enables sites outside of the xsede.org 
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domain to support XSEDE authentication without exposing XSEDE passwords to those 
sites. Thus, enabling authentication with Globus Auth provides: 
 

1. Federated identity 
2. Single Sign-On 

D. Behavioral Design 

 
[STEP 1] When attempting to login to an XSEDE Web service, the user would click on 
the “Login to XSEDE” button on the Login screen, instead of authenticating to the 
service directly using her/his Portal username/password. 
 

 
 
From this point on, many different flows are possible as shown in the diagram at the end 
of this section. 
 
In the simplistic case of the user having just an XSEDE account (no Globus or Campus 
account), the user would be taken thru the below steps, in order: 
 

1. Step 2 (chooses XSEDE IdP) 
2. Step 8 (authenticates with XSEDE IdP) 
3. Step 4 (chooses to NOT link to a Globus account because of no pre-existing 

Globus account) and 
4. Step 9 (authorizes Globus to release info from the XSEDE IdP to the XSEDE 

web service) 
5. Step 10 (user logged into XSEDE web service) 

 
In order to demonstrate a use case at the other end of the spectrum of use cases, the 
following steps assume that the user has the below independent accounts that aren’t yet 
linked together in Globus: 
 

1. An XSEDE account 
2. A campus/organization account from user’s primary home campus/organization 
3. Optionally, a Globus account with an identity from a third party such as Globus ID 

which the user may have used to use Globus transfer services in the past and 
such 
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and that the user chooses to authenticate to Globus using their campus account, leading 
Globus to then prompt the user to link the account to a pre-existing Globus account, if 
any, followed by linking their XSEDE account. 
 
[STEP 2] On clicking the Login to XSEDE button, the user-agent (browser) will be 
redirected to the Globus Auth site for authentication. The XSEDE IdP would be 
pre-selected as shown below, unless the user had chosen a different preferred IdP (such 
as a Campus) previously. 
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The user is free to choose a different IdP (such as a Campus IdP) as shown below, if 
that’s their favorite IdP. 
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[STEP 3] On clicking on “Continue”, the user-agent is redirected to the selected IdP for 
authentication as in the below: 
 

 
 
[STEP 4] On successful authentication to the IdP above, if the user’s identity from the 
above IdP is NOT known to Globus, the user is given the option of linking this identity to 
another identity they may already have in Globus or proceed with creation of a new 
Globus account with this identity. 
 

 
 
  

XSEDE Web SSO Design - Page 7 



[STEP 5] If the user doesn’t have an existing Globus account to link this identity to, 
clicking on Continue will take the user to step 7. If the user clicks on Link to an existing 
account instead, the user is asked to Login with their pre-existing identity in Globus. 
This pre-existing identity could be XSEDE or Globus ID or some other supported identity. 
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[STEP 6] The user is then redirected to the IdP of the selected IdP above (Globus ID< 
XSEDE, etc.) 
 

 
 
[STEP 7] If the user doesn’t have her/his XSEDE identity already linked (or primary) to 
the identity from the above IdP in Globus, the user would be asked by Globus Auth to 
authenticate and link an identity using the XSEDE IdP as below: 
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