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B. Introduction

CDP for CAN-6 specifies Web Single Sign-on for XSEDE Web services using Globus
Auth. This capability is currently available on some XSEDE web services, some of them
using different styles to provide the Web Single Sign-on feature. This document specifies
the design elements for a standardized implementation of Web Single Sign-on, for a
common look and feel and uniform user experience. Also specified are important
security requirements and other constraints specified in Section E of the document, an
overview of the user experience for logging in, and a list of supporting documents to be
delivered.

B.1. Definitions, Abbreviations and Acronymsé
SSO - Single Sign-On
IdP - Identity Provider

C. System Overview

Authorized XSEDE users can login to XSEDE Web services using their XSEDE Portal
username and password. However this would necessitate individually logging into each
of the web services that the user uses using the username and password. Since this is
tedious, some XSEDE Web services provide a Single Sign-On solution whereby, if the
user logs into one of the services, the user is allowed to login to other SSO-enabled
XSEDE web services without having to explicitly authenticate themselves. Since this has
been implemented using Globus Auth, this also enables an XSEDE user to authenticate
to Globus Auth using any of the linked alternate credentials the user might possess,
such as their Campus credentials. This also enables sites outside of the xsede.org
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domain to support XSEDE authentication without exposing XSEDE passwords to those
sites. Thus, enabling authentication with Globus Auth provides:

1. Federated identity
2. Single Sign-On

D. Behavioral Design

[STEP 1] When attempting to login to an XSEDE Web service, the user would click on
the “Login to XSEDE” button on the Login screen, instead of authenticating to the
service directly using her/his Portal username/password.

X Login to XSEDE

From this point on, many different flows are possible as shown in the diagram at the end
of this section.

In the simplistic case of the user having just an XSEDE account (no Globus or Campus
account), the user would be taken thru the below steps, in order:

1. Step 2 (chooses XSEDE IdP)

2. Step 8 (authenticates with XSEDE IdP)

3. Step 4 (chooses to NOT link to a Globus account because of no pre-existing
Globus account) and

4. Step 9 (authorizes Globus to release info from the XSEDE IdP to the XSEDE
web service)

5. Step 10 (user logged into XSEDE web service)

In order to demonstrate a use case at the other end of the spectrum of use cases, the
following steps assume that the user has the below independent accounts that aren’t yet
linked together in Globus:

1. An XSEDE account

2. A campus/organization account from user’s primary home campus/organization

3. Optionally, a Globus account with an identity from a third party such as Globus ID
which the user may have used to use Globus transfer services in the past and
such
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and that the user chooses to authenticate to Globus using their campus account, leading
Globus to then prompt the user to link the account to a pre-existing Globus account, if
any, followed by linking their XSEDE account.

[STEP 2] On clicking the Login to XSEDE button, the user-agent (browser) will be
redirected to the Globus Auth site for authentication. The XSEDE IdP would be
pre-selected as shown below, unless the user had chosen a different preferred IdP (such
as a Campus) previously.

& auth_globus.org/p/login?prompt=consent&redirect_uri=%2Fv2%2Foau ¢]

Globus Account Log In

Log in to use XSEDE JIRA

Use your existing organizational login

e.g., university, national lab, facility, project

XSEDE -

Didn't find your organization? Then use Globus ID to sign in. (What's this?)

Or

G Sign in with Google Sign in with ORCIiD iD

XSEDE Web SSO Design - Page 5



The user is free to choose a different IdP (such as a Campus IdP) as shown below, if
that’s their favorite 1dP.

@ ® < (il * 0 @ auth.globus.org/p/login?prompt=consent&redirect_uri=%2Fv2 %2Foaut a5}

Globus Account Log In

Log in to use XSEDE JIRA

Use your existing organizational login

e.g., university, national |ab, facility, project

University of lllinois at Urbana-Champaign v

Didn't find your organization? Then use Globus ID to sign in. (What's this?)

Globus uses ClLogon to enable you to Log In from this organization.
eﬂ By clicking Continue, you agree to the ClLogon privacy policy and you

agree to share your username, email address, and affiliation with
ClLogon and Globus. You also agree for ClLogon to issue a certificate
that allows Globus to act on your behalf.

Or

Sign in with Google (& Sign in with ORCID iD

@
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[STEP 3] On clicking on “Continue”, the user-agent is redirected to the selected IdP for
authentication as in the below:

[E2

[ BON R4 [Em] * (4] & shibboleth.illinois.edu/idp/profile/SAML2/Redirect/SSO;jsessionid=11"

You must log in to ClLogon to continue.

Enter your NetID: | %
Enter your password: *
Login

Clear previous selection for automatically sharing my information with
this service

Forgot your password?

To change or reset your password, go 1o the Password Manager.

Need to select a different campus?

Cleer your remembered campus and log in again

[STEP 4] On successful authentication to the IdP above, if the user’s identity from the
above IdP is NOT known to Globus, the user is given the option of linking this identity to
another identity they may already have in Globus or proceed with creation of a new
Globus account with this identity.

A O @ auth.globus.org/p/authenticate/callback?code=https%3A%2F % 2Fcilog &

E’_’) globus

Welcome - You've Successfully Logged In

This is the first time you are accessing Globus with your University of lllinois at Urbana-Champaign login.

If you have previously used Globus with another login you can link it to your University of lllinois at Urbana-Champaign login.
When linked, both logins will be able to access the same Globus account permissions and history.

Link to an existing account Why should | link accounts?
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[STEP 5] If the user doesn’t have an existing Globus account to link this identity to,
clicking on Continue will take the user to step 7. If the user clicks on Link to an existing
account instead, the user is asked to Login with their pre-existing identity in Globus.
This pre-existing identity could be XSEDE or Globus ID or some other supported identity.

A 0O @ auth_globus.org/p/link/confirm?state=eyJhbGciOiJlUzl1NilsInR5cCI6lkf ¢

Log into your primary identity.

In order to link vyekkira@illinois.edu to your Globus account, please log into your
primary identity.

Globus ID -

Didn't find your organization? Then use Globus ID to sign in. (What's this?)
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[STEP 6] The user is then redirected to the IdP of the selected IdP above (Globus ID<
XSEDE, etc.)

& www.globusid.org/login ¢ |

A O
globus @ ID

Log In with Globus ID Need a Globus ID? Sign Up

The client Globus Auth is requesting access to your globusid.org account for accessing a
third-party website or application located at auth.globus.org. If you approve, please log in to
continue.

Username  yyekkiralal %1 @globusid.org

Password eescscccee *j

Forgot password?

[STEP 7] If the user doesn’t have her/his XSEDE identity already linked (or primary) to
the identity from the above IdP in Globus, the user would be asked by Globus Auth to
authenticate and link an identity using the XSEDE IdP as below:

0@ < m * 0O @& auth.globus.org/p/link?required_idp=xsede&why=In+order+to+acce ¢

g)— globus

Link an identity

Link an identity from XSEDE to your account

Reason: In order to access 'xsede_jira', you need to link an identity from XSEDE to
your account.
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